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Presenter
Presentation Notes
Good morning and thank you for attending this annual event.  


CECILIA MCMOORE
FIRST HAWAIIAN BANK

‘ ~a) First Hawaiian Bank.
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CHIP CARDS

VERIFICATION ID (6 numeric)

* Executive Branch: Cardholder Statement zip code plus
zero. (Ex: 96813 plus 0 = 968130)

e Used for Card Activation.

« Used for Identification purposes when calling Customer
Service.

CARDHOLDER NOTIFICATION

o pCard Admin to notify cardholder when they turn in their
application what their 6 numeric Verification ID is.

PIN FOR FOREIGN TRAVELERS
e Use the Maintenance Request form to request a PIN.

‘ ~a First Hawaiian Bank.


Presenter
Presentation Notes
Chip Cards to be released early to mid October 2016.  
All cardholders should have received and activated all chip cards
For all executive branches…The 6 digit Verification ID should be the cardholders statement zip code plus zero.
Some counties have opted for another 6 digit verification id
The verification Id is used for card activation and identification purposes, should they need to call customer service

When submitting the application, please be sure to advise the cardholder what their 6 digit verification ID is.

If a cardholder is traveling over seas, please email us to request a PIN as some foreign merchants may require a PIN with the chip card


DEPARTMENT NAME SAMPLE
Cardholder Application Form

FORMS R A

Date Application Submitted | October 19, 2017

Ii: Defaulted on all cards

DEPARTMENT NAME
VerificationTD - (8 NUMERIC! REQLIRED) Date of Birth™
DEFAULT MAILING ZIP GODE+D IF BLANK [MMWIDDVYYYY)

Division/Office

Cardholder Application Form

Work Address City 5T Zip Business Phone (REQUIRED]

||
Ext:
TO be used as Of January 1, 2018 Tard Wailing Address (TdiTerent from above) el Fhone

CardholderEmail Address Fax Number

Sections of the application can be :
. REQUESTED: Cardholder Credit Limit REQUESTED: Single Transaction Lint REQUESTED: MCL GROUP {3 ATN)
customized to Department needs | ;

Emall the Completed form to APPROVED: Cardholder Credit Limit APPROVED: Single Transaction Limit APPROVED: MCC Code
DataEntry@fhb.com 5 5

Required Account Code | Appropriation (F/YRIAPR/D) Object Code Cost Center Project ! Phase Activity
Information [default) {

REQUESTED BY-
Employee’s Signature [ Date Employee’s Title

REQUEST APPROVED BY:

Branch / District / Staff Manager/ Chief AS0O/Date

Dnvigion Administeator/ Date DEP-5 OR DIR./ Date

Busziness Management Officer/ Date

Bank Use Onl

m First Hawaiian Bank. Branch# Strategy Code Bulk Ship Individual Auth Group Auth Cash Options#
0 STOFH1 00001 SOHM o
Company # [ T# TER #
FOOCO0G [ LES LR EEE FOOOOCOO




FORMS

Maintenance Request Form

To be used as of January 1, 2018

Used to make changes to
existing cardholder accounts

Email the completed form to
DataEntry@fhb.com

‘ ~a) First Hawaiian Bank.

##% First Hawaiian Bank
STATE OF HAWAII pCARD MAINTENANCE REQUEST FORM

EMAIL FORM TO: | DataEntry@fhb.com Date: 10/26/2017

REQUEST FROM: | C°2™P3Y | COMPANY NAME COMPANY |y Y XX XX

Mame: MNumber:

Complete all information in this section: (Required)

Cardholder Mame:

{As se2n on the ereditcard) AccountMumber (last 4 digits):

Selectall that apply:

O Block & Transfer Account due to [ Replace Card due to

O cClose Account Fraud on account Did not receive card

*This is a permanent account closure,

* v 1
Cards are not requested, Mew card automaticallyrequested for Block & Transfer account®

*REQUIRED FOR TEMPORARY CREDIT/SPEND
LIMIT CHANGES*
O cardhalder Credit/Spend Limit Change TEMPOrATY | Change to § WOTE: Endl dste should be = cpde date [ie. 02 12 25)

*Temporary Credit,/spend limit increases should not exceed 3 mont hs. START | ‘ END

DATE DATE

Cardholder Information:

Cardholder Name Change due to Legal Name Change:
NOTE: Mame change is only for the cardholder on this account. f you need to add 3 new cardholder, please complete the Cardholder Application Form.

Address Change (Correspondence Address Only)

AddressLine 1:

AddressLine 2:

AddressLine 3:

City: ip: Country:

Phone Numberl: Updaie Business

Phone Number2: Updaie Business

Email Address Update

Travel Mote Request:

Depart Date: Return Date:

State(s): Countries:

THIS SECTION FOR CARDHOLDERS WITH SINGLE PURCHASE LIMITS AMD/OR MCC RESTRICTIONS
*MOTE SINGLE PURCHASE LIMIT (SPL) IS NOT THE CARDHOLDER CREDIT/SPEMD LIMIT=

Delele  Single Purchasze Transaction Limit S Update Existing Single Purchase Transaction Limit to S

Add MCC Group Update MCC Group to

Delele MCC(s) to MCC Group

*MNOTE: Adding/Deleting MCC's to an MCC Group allows/removes MCC access to all cardholdersin the same MOC Group.

Instructions * Only an Authorized pCard Administrator can submit the Maintenance Request Form
* Email completed form to DataEntry@fhb.com
* Contact the Commercial Card Department at comlcard@fhb.com for all other inguiries




CENTRESUITE — DASH BOARDS

With this release, new report dashboards will be added
to the Report Module. The new dashboards will provide

enhanced trending analysis related to program spend
and CentreSuite usage.

*Live Demo

‘ ~a First Hawaiian Bank.




CENTRESUITE

Department / Jurisdiction pCard CentreSuite Admin Role
- Reset User passwords & security guestions
— Unlock User accounts
— Create Admin User accounts
— Monitor cardholder accounts for usage and spend

PDF statements available for review and download 1 - 2 days after

cycle.

PDF statements are available online for 6 rolling months. (new)

Transaction data available online for 24 rolling months.

BEST PRACTICE: Download PDF statements and transaction data to
build your own database for research, audit purposes, and UIPA requests.

‘ ~a First Hawaiian Bank.




FRAUD

e Types of Fraud

 Fraud Decline Overview

 Fraud Tips and Best Practices

‘ ~a First Hawaiian Bank.




TYPES OF CARD FRAUD

Card Fraud is rapidly evolving, with numerous types of card fraud that pose loss challenges to
issuing banks and merchant acquirers.

* Mostly Counterfeit ‘Clone’ Cards
Card Present

. (In Person) (Data Breach or ATM/Gas Pump Skimmer)
Third Party

Transaction
Fraud

Card Not + Digital Gift Cards / Money Transfers

Present becoming more common vs. shipment
(Digital)

Fraudulent * Fraudsters gather personal information _
Applications to apply for credit cards in 3 parties name (A Mega Data Breach
Identity

Theft Account * Fraudsters gather personal information
and contact bank to request a

Takeovers e
replacement card for existing account.

Charles Gheckwriter

Non-Payment & + Fraudsters apply for credit cards in 1950 5on Vi Ny
Payment their real identity or a ‘synthetic’ fake
Bustout identity, intending to charge-off quickly.

‘ ~a First Hawaiian Bank.




TYPES OF CARD FRAUD (CONT'D)

Hawaii transactional card fraud trends are similar to the mainland, however identity theft and
4 1st party fraud losses are currently much lower than the mainland. Growth Trends

* Mostly Counterfeit ‘Clone’ Cards
Card Present
(Data Breach or ATM/Gas Pump Skimmer)

(In Person)

Third Party

Transaction
Fraud

Card Not + Digital Gift Cards / Money Transfers

Present becoming more common vs. shipment
(Digital)

L e e e e e

Fraudulent * Fraudsters gather personal information
Third Party Applications to apply for credit cards in 3" parties name

Identity

Theft Account + Fraudsters gather personal information
Takeovers and contact bank to request a t

replacement card for existing account.

Non-Payment & + Fraudsters apply for credit cards in
Payment their real identity or a ‘synthetic’ fake
Bustout identity, intending to charge-off quickly.

‘ ~a First Hawaiian Bank.
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FRAUD DECLINE OVERVIEW

To help reduce fraud losses to the bank and improve customer experience, issuing banks choose

to decline some attempted transactions with elevated fraud risk.

VI 1D FOonn
TULUK LAKL

‘Transactions

0% Declined ~X% Declined

Maximum Bank
Revenues

Best Customer
Experience

Extreme Fraud Loss

ﬁ First Hawaiian Bank.

100% Declined

Mo Bank Revenues

Worst Customer
Experience
No Fraud Loss

(Only possible way
to prevent all fraud)

12




FRAUD TIPS / BEST PRACTICES

Notify the Bank for any upcoming spend related to travel,
special projects, very high dollar amounts, etc...

Have the cardholders periodically monitor their posted
transactions for unauthorized activity.

The cardholder may be contacted by our Risk Department

to confirm suspicious activity on the account. If not fraud,
the Risk Department will remove the watch flag and the
cardholder can resume using the card.

If confirmed fraud, the cardholder can block the account
but the POC must authorize the Bank to transfer the
account and mail out the card.

‘ ~a First Hawaiian Bank.




REMINDERS

DISPUTES

* Notify the bank if any fraudulent or unauthorized charges
have posted to the account.

 All notices of disputed items must be made within 60 days
of the cycle in which the item first appears on the
cardholder statement.

Protections for the State includes zero liability for fraudulent
transactions. However, buyers must notify their
administrators of the fraudulent transactions so that it can
be disputed.

Advise the cardholder to look for the dispute form in the
mail, after they have disputed a transaction.

‘ ~a First Hawaiian Bank.




REMINDERS

PAYMENTS

« The pCard is a paid in full product, so payment must be
paid in full.

If a transaction is disputed after the statement has been
produced, payment in full is still required. Must pay the
amount due on the statement.

Any short payment may result in finance charges, late
fees and restricted use If the company account is two
months past due.

‘ ~a First Hawaiian Bank.




REMINDERS

FINANCE CHARGES & FEES

 Finance charges & fees may be assessed if a payment in
full has not been received.

First Hawalian Bank shall have the option to waive the
interest finance charges/fees under certain
circumstances:

First time offender with no history of past due accounts,
or

Last finance charge was assessed more than 12
months ago, or

Finance charge is due to bank operational processing,
or

Extenuating circumstances exists, based on a case to
case situation. This requires the State Procurement
Office verification and recommendation.

‘ ~a First Hawaiian Bank.




MAHALO NUI LOA!

If you have any follow up questions

please do not hesitate to email the
commercial card team at
comlcard@fhb.com

Cecilia McMoore 844-3184
Katie Kaopua 844-3127
Lynne Hirayama 844-4657
Kelsey Lew 844-3181
Jay Polk 844-3187
Carissa Leonida 844-3183

l ~a First Hawaiian Bank.




Request to Use pCard for Blocked
Purchases

Form SPO-035 must be submitted 7 days prior to the
event.

» Dates cannot be retro-active but can be a single date or
date range

> Effective dates cannot be indefinite

> If submitting an eSign form must include the audit report
Merchant Category Codes Updated

» Review PC2003-16, Amend 18

SPO will check delegation, training & cardholder
agreement and method of procurement

Comptroller approval (if applicable)
Declined transactions
» Call your pCard Administrator first.
Primary SPO point of contact — Shannon Ota




REMINDERS

» [Effective 11/20/2017 all SPO-035 are required to be submitted
through HANDS.

®» Any changes to the department’s/juridisction’s pCard
administrator or alternates must be submitted using SPO-036.




Contact Information

«» Bonnie Kahakui
*» 587-4702, bonnie.a.Kahakui@hawaii.gov

«» Shannon Ota

*» 586-0563, shannon.j.ota@hawalii.gov

% Shawn Richey
*» 586-0577, shawn.l.richey@hawaii.qgov

Modll
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